Paper / Subjeet Codet 88703 / Ihmlg_(ﬁss Intcl!llﬁ'cncc
(2% Holirs)

N4
N. B.: (1) All questions are compulsory. \;:_J‘
(2) Make suitable assumptions whefever nccpwluy and ruulc the nsmﬂnmmm D)ildL

(3) Answers to the sume ques _mn;mwl be )ﬂl_[_]_l lu!,-g tlicr. o %

(4) Numbers to the right mdlcnn. marks, .. o
(5) Draw neat labeled dln_gmm whcrc\n.r ncccqsam 4

(6) Use of Non- pmgrmmgnl o culculn\\m is Ilgivc ‘,:;f' SR

) ['L’b‘t:ﬂ Murks:")"S]

'\

Attempt any three of thg Tnllnwin “5 C\‘ ~, _

What is the difference between dalg, ‘lnfonnnllon Y and knowlcdgc? .:‘;»' . '
Draw and explain archjtecture of busmcss intelligence, .~ ' - “,
Describe different phases in the d{,vclopm\énl of n dg¢ision su[ﬁporl syqtnm (DSS)
Describe the C\lcrﬁl}ud architecture of decision support systenis. A R
Explain stmcturcd unstrucfured and, seml-qtruclumd decisions. ‘
What are lhc ﬁrclors lhnk uffect rational choice 0!'1hr.. d(.cmdn makmg?

MlcmpMny rhrcuol' the fol]m\'mg b\ i\ -"f" o 1557
What igih modcl?\Dcscnbc Qgc plmscs iba (Icvclop;'ncm ol' thc malhcm.;hcal model-for i
decisfon making] . I : -

b. E\plmn prcd:awc and qphmlznuoﬁ‘modcls h -‘—'
c.  Describe categorical and numerical attributes with cxample for cat:"h one oftliem.
d. Describe different transformation techniques for standardization’ (nonnalkzau(m)

> Write short note on'principal bbmponcnbﬂnulysm\(PCA) c\—. ”

_\_'-"

MO L0 OB

P

c
1:_\ List nna cwplmnwnnmls apﬁllcnhonsﬁf datn nuni‘ng - )y

. q} i __-.. ‘:‘{ ;

'3, Ath:rnpt :gy ihrce of tl the fnlluwxng L o & o 15

o a. ~Write short: note on con!‘usnon naatrix.
& b, T 'Whatis clnsmﬁcnlmn‘? Write ashort nolcon Bnycsrm Mclhod of classification.

< c,..::.' Writc.q short note on logistic-regression-used for prcdlclmn
Q} A Writek-means@lgorithm forclustering: * N
\\c Draw and explain a structure of clussnﬁcnlloq\h‘cc witlra Sllllqblc'@'camplc
o~ L Explam agglomcmllychlcrarclni:"ﬁl clusthng mcﬂlqd \:}‘
‘Sj" kS J . .\ -‘.-“
n; 4, " Altcnyi any thrée uf(llc I'olluwmg' . - 15

N '1, Expl’un a lifetinie of a cuslomcr ina cyélc of rclqhbml nnrkchng
' b What do you-understand: by marke|<baskel analysis? o
i‘ "¢ What is supply chain managemerf{? Give mkbxnmplc ofiglobal supply chain.

d lesI and explain basic principle§-of revenge' managgn micnt?
) € Explam data envelopment nnﬂlyms (D %‘? How gfficiency is measured?
o 13 : Wntc “short nolqox1 CCR (Clmmcs Cdupcr-Rthbs) model.
) A\
) 15

Y
=

=N Aﬂempl np/ﬂueu oflhc l'ollo“lng

;?h a. . What are {he dliTLFCIICCS between the progess approach and the practice approach in a
.\';.\\ " knowledge management system (KM)? . ‘
e ‘ l.).\\ How ddes Information Teclindlogy(IT), contribute to the management of knowledge?
e ~& Describe differ ent phases/in the Know]cdbc Management Systems (KMS) cycle
o, Who is chicl }mowlLdgc officer (CKO)'? What are the responsibilities of the CKO?
o e Differentinle between. conventional system and expert systems

f. - What is.expert system? How il is different from Decision Support System (DSS)?

P
4
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Paper / Subject Code: 88707 / Cyber Laws

(22 Hours)
[Total Marks: 75]

N. B.: (1) All questions are compulsory.
(2) Make sultable assumptions wherever necessary and state the assumptions made:
(3) Answers to the same question must be written together. '
(4) Numbers to the right indicate marks.
(5) Draw neat labeled diagrams wherever necessary.
(6) Usc of Non-programmable calculators is allowed.

Attempt any three of the following: 15
What is hacker? What are the different types of hackers?

Write a short note on arrest but no punishment.

Explain Non-cognizable offense.

Explain cyber-Pomography.

Why there is necessity of arrest without warrant from any place, public or othenwise?

What is cybercrime? How the classification of cybercrime is done?

me a0 TP -

Explain any three of the following: 15
The elements of E-contract.

The jursdiction disputes w.r.t the intent in the United State of America.

Shrink and wrap contracts.

The Jurisdiction and The Information Technology Act, 2000.

The validity of the present law of Jurisdiction.

The exclusion clauses in contracts.

meAan TP N

Attempt any three of the following: 15
Explain the legislative and other innovative moves against Cyber Squatting.

Write a short note on license of copyright.

Explain meta tagging.

Explain linking.

Explain computer software piracy.

Explain Framing.

moe a0 ok W

Attempt any three of the following: 15
Explain commencement of operation by licensed certifying authorities.

Explain the recognition of foreign certifying authorities,

Explain certifying authoritics and their liability in the event of digital signature
compromise.

Write a short note on The United Nations Model Tax Treaty.

Write a short note on the Impact of the Internet on Customer duties?

Explain Taxation Policies in India.

foe s

"o o

Attempt any three of the following: 15
What are the different types of Evidences?

Explain proving Digital Signature,

Explain the other amendments in the Indian Evidence Act by the IT Act.

What are the objectives of Consumer Protection Act?

What is Complaint? Who can file a Complaint?

Explain the District forum.

MORO TR W
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Paper / Subject Code: 88705/ Enterpﬁse Networking

(22 Hours)
[Total Marks: 75]

N.B.: (1) All questions are compulsory.
(2) Make suitable assumptions wherever necessary and state the assumptions made.
(3) Answers to the same question must be written together.
(4) Numbers to the right indicate marks.

(5) Draw neat labeled diagrams wherever necessary.
(6) Use of Non-programmable calculators is allowed.

Attempt any three of the following:

Explain E-Commerce and Internet Connectivity Module

Write short note on Network Checklist

Write short note on Data Center and Virtualization

Explain hierarchical network models and state advantages of it.
Explain Load Balancing.

List and explain Project Deliverables.

ThOe RO OB =

™

Attempt any three of the following:

What is edge distribution? What are the security measures provided by edge distribution
against threats?

Explain Data center cooling.

Explain steps of STP switch ports
Explain the devices used in LAN designs
Write a short note on SDN.

Explain Gigabit ethernet types.

P:

Mo po o

Attempt any three of the following: :

Explain WLC components and types of WLC interface.

Write a short note on ISDN. B

Explain different types of Queuing Methods.

Explain Full mesh topology, Partial Mesh topology and Point to point topology
Explain DMZ Connectivity.

What do you mean by redundancy? Explain N+1 WLC redundancy, N+N WLC
redundancy, N+N+1 WLC redundancy.

Mo Ao TR W

Attempt any three of the following:

Write a short note on IPV6 Neighbour Discovery Protocol

Write a short note on Route Summarization.

Define following BGP attributes: i)Next-Hop Attribute ii)Local Preference Attribute
iii) Origin Attribute iv)Weight v)MED Attribl_ne

Define internet Protocol version 4(IPv4). Explain Ipv4 Header

Explain OSPF LSA Types. .

What is DNS? Explain process of DNS name resolution.

o op A

A

™o

Attempt any three of the following:

Write short note on SNMP protocol.

Write a short note on Risk Assessment.

What are different methods to check and authorize identity credentials?
Explain different types of attacks that can impact the security of IT systems?
Explain Encryption Keys in detail,

Explain the guidelines for firewall.

ThOe a0 TB WL
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Paper / Subject Code: 88704 / Principles of Gegg}'aphic Information Systems "

b
2% ng'rs) &7 _L’fo'tal Marks: 75
N.B.: (1) All questions are ompulsor\h & -7.‘? T,_"'i/ ; - &

2) Make suitable assumphons,threvepnecessary and state.the assumnhons madc
(3) Answers to the same question must'be writterr together - e
(4) Numbers to the right indicate marks. }-. ( o =

(5) Draw neat labeled didorams whcrcvcr necessar_y Y I .
(6) Use of Non-programtnable calculators |§ allowed ‘ " A

N . "
) e o

1. Attempt any three orthe followmg J“ Gy o X 15:;‘
a. Write a short note on GiScience, ~GISystem-and GIS apphcat]on ' & =

b. What is a Spatial Data'and Spatial Analys1s? Explain-using suitable exampIc,

¢. Define Model. Explam how models help.in representing real world in GIS

d. Represent the given three valued rasterusing quad tree. .

F- Forest Land o bt b o » \
I-Lndustnal\Area X T»:‘ 7 N x oy A ) )
R- Residential Area &) i R g N
oL o TRIR T S S
i TRIRF
FF [ IRIR[® (R
FiF|F«FIR|R|fR|R
AELELESE IR IFT [
, FiF|Fi1F|F|F|F|F
¥ ~ : o EREIEEIRIRIRAR] o
B _ ' EIiF |[FIE|R|R|R[R]
T e. Explain the mathematical propertlcs of geometnc spacc used in spattal data usmg suitable
> “diagram.
f Dcﬁnc spatxotcrnporal data model Explam the concept of represcntmgtlmc in GIS.
e o O

2. Attempt any three of the l'o[lowmg o a 15
%/ a. Define GIS. Explain its range of ¢apabilities'to handle: gcorefcrenced data.
] b.-Explain the GIS Architecture and functionality using suitable diagram.
«¢- Differentiate between Vector and Raster data representation.
~“d. What are the reasons for using DBMS:in GIS? Explain any five
/<" e. Write a shortnote on the Relationall Data Model A

f. Explam the process of {mkmg GIS and DBMS o

: Attempt any three of the followmg ; O 15
Explain the reference surface for mapping the Earth’s surface.
Explain the 2D geographic coordinate system.
How Map projections are classified? Explaln

Explain the working of GPS. .-

~ Write a short note on vcctonzatton .
What.is Interpolation? Explain mterpolatlon of continuous Data.

..\Z\
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Paper / Subject Code: 88704 { Principles of Gcg'gi-nphlc !nférmallon}Systcms

Attempt any three of the l'ollowing el Pe o 15
What are Neighborhood functions in GIS? Explmn 'my four ‘ ‘
Write a short note on vector overlay operation. . "
Explain the two main techniques of determuung Automatic clussnﬁcnlmn .
Perform the raster overlay operatlolxjo pro Jcct Ground Wntcr chel Raster in 2025
R2=con(R1>5,R1-5,0) O iy N ‘
RI — Groutid Water Devel Rasler in 2023 = k".'f
8§ [5 |4
4112
10 | 12
8 |9
B 1 [0
l'“l 1[0 40 |7 %
e Write a short note‘on Network Analysts. ' AN a2 -
f How Ermror Propagates in GIS? Explam using smtable dngram

=P o B =

o=
Wi (oo |oo|wn

qo-.n-.:.brg»

olo|a|a|a|wly

’\

5. Attempt ang three ofﬂle followmg & W ; 15
a. Explain using suitable dlagram\the Vlsuallzauon slratcgy A -
b. Dcﬁnc the fol]ovwng terms: -3 )

“n Cartogmphy _— ¥ ) A > < »;‘.-

— ,
iii. Maplegend - B \ -
Jive Pixel o e e e
-~ v. Voxel b N '

~c. Explain‘the statement “How dol say what to whom and is lt effcchve‘?“ with refcrencc to map

in GIS. x % :
d. Listand cxplam Bertin®s-six categones of Vjsual Vanab]es
e. ‘How to map time senes‘? Explain-using suifable example
f “Write a short note on map dlssemmatlon ‘
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Paper / Subject Code: 88706 / 1. T. Service Management

(Time: 2% hours)
Total Marks: 75

N. B.: (1) All questions are compulsory,
(2) Make suitable assumptions wherever necessary and state the assumptions made.
(3) Answers to the same question must be written together.,
(4) Numbers to the right indicate marks,

(5) Draw neat labeled diagrams wherever necessary.
(6) Use of Non-programmable calculators is allowed.

Attempt any three of the following: 15
Explain in brief about business processes.

Write a short note on processes and functions across service lifecycle of ITSM.

Explain type I and type IlI service providers in detail.

Explain four P’s of Service Strategy with a neat labelled diagram.

How are markets defined in service strategy? Explain.

What is risk? Explain the phases and different types of risk in detail.

e Ao op -

g

Attempt any three of the following: 15
Write a short note on balanced service design.

What is service design model? List and explain different aspects required during its
assessments. ;

Explain any six components of service availability management process.

Explain service level management process in detail.

Explain in detail supplier management process of service design.

What are the challenges associated for achieving successful service design process?
Explain in brief. “ <

o

s

™o a0

Attempt any three of the following: 15
Describe service transition. Explain its objectives, purpose and goal.

How to align service transition plans with the business needs? Explain.

What is Change? What are the different types of Changes? List and explain Seven R

(7 R’s) of ITIL Change management.

Explain in detail service validation and testing process.

Explain the factors affecting the approach to service transition.

Write a detail short note on critical success factors of service transition phase

g

e

o

4, Attempt any three of the following: 15

Define service operation. Explain the principles of service operation stage.

b.  State reasons why service operation staff should be involved at service design and
transition stage?

c. What are different types of meetings conducted in organization as mode of
communication? Explain.

d.  Write short note on Incident Management Lifecycle activities.

Explain in detail access management process.

f.  List and explain the challenges and risks in service operation phase,

P

o
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Paper / Subject Code: 88706/ 1, T. Service Management

15

‘N

Attempt any three of the following:

Explain benchmarking in CSI with respect to its procedure, cost and value to the
organization,

Explain the RACI model.

With a ncat labeled diagram explain seven steps improvement process of CSI.

Write short note on CSI inputs and outputs for the various stages.

Explain the tools used to support CSI activities.

What arc the factors to be considered when preparing a communication plan? Explain.

b

meec0go
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Attempt any three of the following:

Paper / Subject Code: 88701 / Quality Assurance

(2% Hours)
[Total Marka: 75|

(1) All questions arc compulsory,
(2) Make suitable assumptions wherever necessary and stnte the nssumptions made.

(3) Answers to the snme question musl be written together,
(4) Numbers to the right indicate marks.

(5) Draw neat Inbeled diagrams wherever necessary.

(6) Usc of Non-programmable calculators is allowed,

Explain the principles of TQM in detail.

What do you mean by quality? Explain customer’s view on quality.
Write a short note on continual improvement cycle.

What are the ¢onstraints of product quality assessment?

Explain relationship between quality and productivity.

Explain quality assurance clements in detail.

Attempt any three of the following:

15

What is a defect? What are the categorics of defects?

Explain the basic principles on which the testing is based.

Write a short note on mutation testing.

Explain the process of developing by test methodology.

Explain types of prototyping software development model in detail.
What are the challenges faced by tester? :

Attempt any three of the following:

15

What do you mean by random testing? Explain its advantages and disadvantages in
detail.

Explain equivalence class testing concept with example and its types.

-

What do you mean by decision table? Explain with examples.
What is path testing? What are the features of path testing?

Write a short note on slice based testing.
What do you mean by define/use testing? Explain du and dc path.

Attempt any three of the following:

15

What are the different entities involved in verification?
Explain the concept of validation workbench in detail.
Explain testing during requirement stage.

Explain the V model for software.

What are the critical roles an

d responsibilities in verification and validation?

Explain types of reviews on the basis of stage/phase during development life cycle.

29521
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Paper/ Subject Code: $8701 / Quality Assuranee

Attempt gy three of the following: _

Explain the different stages In requirement basad leg‘ ~

Descnibe code review and unit resting process. .

Wnite short notes on stress testing and recovery testing.

Explain the concept of critical path analysts (CPA) in detail,

Why do software organizations use cnmmemall:, of the shelf software (COTS)?
Explain COTS features in detail,

What is regression testing? Explain its importance in detail.

P RO TR M

™
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Paper / Subjeci Code: 88702/ Sccu;i't-y in Comiputing

(2% Hours) - |
& AN [Total Marks: 75]

N.B.: (1) All questions arc compulsory. . ;_"‘

o W

me a0

(2) Make suitable assumptions wherever neéessary aird state the assummmns made.

(3) Answers to the same question must be-written logclhcr e
(4) Numbers to the right indicate marlts

(5) Draw neat Inbeled diagrams wherever 1 necessary.
(6) Use of Nnn-nrogrnmmahl cnlculalors is. nlfowcd

Attempt anv three ul’1he I'ollowlng ¥ ol &

Explain 3D’s (Dcfcnﬁc Dclcctmn and Dclcrrcnce) Mpccts of sccunly can be applied
1o any situation. -

Explain various Appl:cauon layer atlacks whlch include” any etplml directed at the
applications running on top of the OSI protocol stack.

Write a short note on CIA Triad Model with reference o Security in Computmg

With the hclp of dlagram explain how Omon Dcl‘cnce Mndel lsbetter lhan other Model
for sccumy \C

What is meant .by Zone of Trust? Explmn Lhe lmpnnancc of Zone of Trust for
communication through with diagram. b

What are the various countermeasures that, anyone can implement: to minimize the risk

-of a successful atlack?

Attempt any three of the following:

Explain different types of Authentication in dclall ‘

How Kerberos Authentication Process takes:place? Exp]am cach step with diagram.
‘Write a short note on Certificate-Based Authentication.

- “'What is meant by Exu:nmblc Aulhcnhcall(m Protocol (EAP)? Explam its different
- types..

Explain role of, PKI (Publchcy lnfmstmclu:e) m Sccunty;m Compulmg and Structure
and-Function'of PKI.

“Each layer-of securily is designed for a specxﬁc purpose and can be used to provide
-authorization rules”. Explain this statement with reference to Database Security Layers

" and its types.

Attempt any three of the following:
Explain different layers.of two-tier network fundamentals.

“With reference to OS] model in'Which layer docs Router operate? Explain the working

of Routing Protocols. .

Write-a short note on different generation of Firewalls. ;

Explain role of ICMP, SNMP and ECHO in network hardening.

With the help of diagram, explain working of Bluetooth Protocol Stack.

~“What is meant by Wireless Intrusion Detection and Prevention? Explain working of it.

[(Contd...
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Paper / Subject Code: 88702 / Seeurity in Computing

Yy

4.  Attempt any three of the following: - ; o8 15
a Write a short note on two types of IDS Generation.in brief.
b What is Private Branch Exchange (PBX)? Explain how it can be secured
c How Mandatory Access Control Lls'ls (MACL) differ I'rom Dlscrcuonary access N
control lists (DACLs)? Explain. < . i
d Explain working of Biba and Cln:k WllsnmCIassm Sccuuty Modcls &N
¢ What is meant by Security Rc’f‘a‘cnu Momtor’? Exp]nin Wmdows Sccurlty Refcrenc:c =
Monitor in detail. B
f Explain main problems of TCP/IP's Inck ufsccunty
5. Attemptany threeof the followlng ' 15
a.  What is meant by Hypemspr machme? Explmn\Why it :s necessary to protch this
machine. 25 =)
b.  Write a short_note on Security Bcneﬁts of Cloud Compulmg >
c.  With the help of diagram explain the concepl of Secure development lifecycle in Agile.
d.  Explain phishing mechanism anid 3D’s aspects of sccunty withreference to it.
e. Give a reason in brief, why lth mandatory to update appllcatlon patches?
Explain various:mechanisms “for eusﬂ)ﬁupdanng\ﬂpphcauons ,
L. Explain various concerns’ for web apphcanoxmccunty to'be consndercd with reference -
to Sccunty\m Compuung -~ -~ A s '
& SR T SR
- & N A
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